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KEY PREMISES TODAY

 Classification system sound in concept but vague standards and the failure to punish overclassification has
reached serious proportions and has diminished public confidence in the classification system

« Overclassification can constitute a danger to national security
« Aspects of the classification system requires major surgery and the cost can cause uncertainty in the public
mind on policy iIssues, and impediments to the free flow of information. Perhaps 90 percent of all

classification of technical and scientific information could be eliminated

« Shortcomings in the classification management arena primarily a matter of inadequate implementation of
existing policy, rather than a matter of deficient policy

* Too much information appears to be classified and much at higher levels than is warranted

« System has reached unacceptable levels of inefficiency, inequity, and cost

* Needs to be a common sense understanding of the need to constantly strike a delicate balance
etween secrecy and openness




History of classification system

The American classification system dates back to late 1700’s

Examples of first instances of "civilian” governmental control of
Information in United States were by Continental Congress (1774 - 1789)

Members of First Continental Congress were requested to keep
proceedings secret, in accordance with resolution passed on

September 6, 1774
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History of classification system (continued)

Espionage Act of 1917
 Refers to “National Defense Information”

Security Advisory Board (SAB)(1943)
» Created by Office of War Information to coordinate new classification policies

* Discovered lack of consistency of application & protection of information
* Abolished at end of WW?2

Joint State-War-Navy Coordinating Committee
» Took over from SAB & continued its work on classification rules into early Cold

War
In 1951, these efforts became E.O. 10290




History of Executive Orders on Classification

E.0O. 8381 (Roosevelt, 1940) - First presidential security classification directive. Very broad definitions
on what could be classified were specified

* |n effect throughout WWII
* |In essence, all information pertaining to the military, its facilities, or plans could be classified

« Expanded upon Initial regulations & allowed classification of commercial production facilities

 Classification authorities included any member of military & any governmental civilian employee

* |In September 1942, Office of War Information issued classification regulation which substantially
expanded type of data which could be classified. Any information which could endanger national
security, impair prosecution of war, or should be limited for administrative privacy could be classified.
This war-time regulation affected all information whether or not it dealt with defense. Information
developed during the Manhattan Project was classified under this EO

* Three classification levels: Secret, Confidential, and Restricted

E.O. 10104 (Truman, 1950)
 Added Top Secret level, essentially continued policies of EO 8381
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Executive Orders (continued)

E.O. 10290 (Truman, 1951) - completely overhauled security classification program

* Information was now classified in interest of “national security” & classification authority was extended to
nonmilitary agencies which presumably had role in “national security” policy

« Classification authority was granted to all Executive Agencies (to include such agencies as Departments
of Commerce, Agriculture, Interior, etc.)

* First EO to recognize & define Restricted Data & exempt it from EO provisions

« Also first EO to say specifically that information was to be protected at its lowest level consistent with
national security & provided for downgrading and declassifying said data either automatically or upon
review

« Both Congress & press attacked this EO as being overly broad

E.O. 10501 (Eisenhower, 1953) - Criticism of the 1951 order prompted replacement

« This directive & later amendments to it, notably E.O. 11652 & 12065, successively narrowed bases &
limited discretion for assigning official secrecy to agency records

« EO 10501 remained In effect essentially until 1972 & reduced the number of agencies which could

classify data. There were provisions for downgrading & declassifying data as warranted, & automatic

eclassification was predicated on date or event specified by initial classifier
ilnated Restricted level




Executive Orders (continued)

E.O. 10964 (Kennedy, 1961)
* Recognized essential strengths of EO 10501 and left intact
« Established four groups of information, of which one group was to be declassified automatically at

12 year intervals; the second group would be downgraded every 3 years until declassified; and the

third and fourth groups were exempt from declassification
* Also added new section specifying any individual who knowingly revealed classified information was

subject to administrative sanctions

E.O. 11652 (Nixon, 1972)
« Created Interagency Classification Review Committee (ICRC)
 Reviewed and took action to ensure compliance with provisions of EO and implemented

directives issued by President on classification and declassification of national security
Information and material

 Reduced number of agencies that could classify information
« Established automatic declassification time tables, mandatory review provisions on classified

Information, implementation and monitoring process
tified specific types of information which were prohibited from being classified, a requirement to

rk documents, and reiterated need for training and orientation requirement.




Executive Orders (continued)

E.O. 12065 (Carter, 197/8)

« Established Information Security Oversight Office (ISOO), which replaced ICRC

« Changed definition for "Confidential" to require "identiflable damage" rather than just damage

« Established balance test to determine if public interest outweighed possible damage to national
security

* |dentified seven areas in which information could be classified

« Continued automatic declassification, enacted policy of less restrictive designation when in doubt

E.O. 12356 (Reagan, 1982)

* Reversed limiting trend set by classification orders of previous 30 years by expanding categories of
classifiable information & mandated that information falling within these categories be classified

« Made reclassification authority available

« Admonished classifiers to err on side of classification

« Eliminated automatic declassification arrangements
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Executive Orders (continued)

E.O. 12958 (Clinton, 1995) — Created current security classification policy
* Prescribes uniform system for classifying, safeguarding, & declassifying national security information.
* “If there is significant doubt about the need to classify information, it shall not be classified.”
* “If there is significant doubt about the appropriate level of classification, it shall be classified at the
lower level.”
 Limits duration of classification. \When information is originally classified, an attempt is to be made “to
establish a specific date or event for declassification.”
 Alternatively, If short-term time or event for declassification cannot be determined, sets 10-year
terminus. Allowance is made for extending duration of classification beyond 10-year limit in
selected cases and in accordance with prescribed procedures and conditions
« Other arrangements are specified for the automatic declassification of historic government records—
those that are more than 25 years old and have been determined by Archivist of United States to have
permanent historical value. Mandates beginning of government wide declassification of historic
records in five years (2000)
« Created Interagency Security Classification Appeals Panel (ISCAP)
« Adjudicates Mandatory Declassification Review requests




Executive Orders (continued)

E.O. 13292 (Bush, 2003)

 Eliminated prior standard that information should not be classified if there is “significant doubt” about need to
do so

« Postponed starting date for automatic declassification of protected records 25 or more years old from
April 17, 2003, to December 31, 2006

« Eliminated requirement that agencies prepare plans for declassifying records

« Permitted Director of Central Intelligence to block declassification actions of ISCAP, unless overruled by the
President

E.O. 13526 (Obama, 2009)
* “Prescribes a uniform system for classifying, safeguarding, and declassifying national security information.”
« Significant changes to current information policies, such as:
* (1) requiring the establishment of a National Declassification Center at the National Archives
* (2) ending E.O. 13292 policy of empowering the Director of Central Intelligence to block declassification
actions
* (3) declaring that “no information may remain classified indefinitely.”




Executive Orders (continued)

Trump — None

Biden — None




KEY PREMISES TODAY

Classification system sound in concept but vague standards and the failure to punish overclassification has reached serious
proportions and has diminished public confidence in the classification system
Committee on Classified Information (Coolidge Committee, 1956); Report by Special Government Information
Subcommittee of the House Government Operations Committee (chaired by John Moss, 1958)

Overclassification can constitute a danger to national security
Commission on Government Security (Wright Commission, 1957)

Aspects of the classification system requires major surgery and the cost can cause uncertainty in the public mind on policy
Issues, and impediments to the free flow of information. Perhaps 90 percent of all classification of technical and scientific
Information could be eliminated

Report of the Defense Science Board Task Force on Secrecy (Seitz Task Force, 1970)

Shortcomings in the classification management arena primarily a matter of inadequate implementation of existing policy, rather
than a matter of deficient policy. Too much information appears to be classified and much at higher levels than is warranted
Commission to Review DoD Security Policies and Practices (Stilwell Commission, 1985)

System has reached unacceptable levels of inefficiency, inequity, and cost
Joint Security Commission (1994)

eeds to be a common sense understanding of the need to constantly strike a delicate balance between
and openness
iIssion on Protecting and Reducing Government Secrecy (Moynihan Commissiog



Appendix G
Major Reviews of the U.S. Secrecy System
Report on the Commission on Protecting and Reducing Government Secrecy (1997)

Coolidge Committee - 1956

Created by Secretary of Defense Charles Wilson to investigate how to prevent future leaks of classified information, the Defense Department
Committee on Classified Information undertook a three-month review of DoD classification practices and policies. The Committee, composed of
representatives from the military services and chaired by former Assistant Secretary of Defense Charles Coolidge, declared the classification
system "sound in concept,” but also found that vague classification standards and the failure to punish overclassification had caused
overclassification to reach "serious proportions” and had resulted in diminishing public confidence in the classification system. Among the
recommendations included in its November 8, 1956 report were: addressing overclassification from the top down, beginning with the Secretary of
Defense; creating a Director for Declassification within the Office of the Secretary of Defense; and reducing the number of "Top Secret" original
classifiers.

Wright Commission - 1957

The bipartisan Commission on Government Security, chaired by former American Bar Association President Loyd Wright, was the only previous
Congressionally mandated review of the security system. The Commission held no public hearings, produced no press releases, and made no
public statements during its eighteen-month study. In its June 23, 1957 report, the Commission stressed "the danger to national security that
arises out of overclassification." Its recommendations included: abolition of the "Confidential" level and corresponding security checks; restricting
original classification authority to agencies already possessing it and limiting that authority to the agency heads; improvement of classification
training for those with such authority; creation of a Central Security Office to review the management of the security system and to make
recommendations for change when necessary; and legislation criminalizing the unauthorized disclosure of classified information, including by the
press.




Appendix G (continued)

Moss Subcommittee - 1958
Although the efforts of the Special Government Information Subcommittee of the House Government Operations Committee spanned two

decades, its early work under Chairman John Moss (including scores of hearings and over two dozen interim reports) was especially significant.
Created in 1955, the Subcommittee began its efforts with a two-year examination of Federal classification policies, focusing in particular on the
Defense Department. In its first report, issued on June 16, 1958, the Subcommittee attributed overclassification at DoD in large part to the lack of
punishment for overclassification but not for underclassification. Citing the "loss of public confidence" when information is withheld "for any other
reason than true military security," it recommended: procedures for independent review of complaints about overclassification; mandatory marking
of each classified document with the future date or event after which it is to be reviewed or automatically downgraded or declassified,;
establishment of a date by which the DoD would declassify classified material accumulating in agency files, with a "minimum of exceptions;" and
disciplinary action against those who overclassify.

Seitz Task Force - 1970

The Department of Defense Science Board's Task Force on Secrecy was prompted by DoD concerns over the effectiveness of its security
measures. The Task Force, chaired by Dr. Frederick Seitz, found that DoD's classification system required "major surgery" and noted negative
aspects of classification such as its cost, "uncertainty in the public mind on policy issues," and impediments to the free flow of information. Chief
among its conclusions was that "perhaps 90 percent" of all classification of technical and scientific information could be eliminated. The July 1,
1970 report of the Task Force included the following recommendations: a maximum duration of five years for classification of scientific and
technological information, with few exceptions; overhauling classification guides by considering the benefits to technological development that
would result from greater public access to information; and review and declassification of classified DoD materials within two years.




Appendix G (continued)

Stilwell Commission - 1985

Established by Secretary of Defense Caspar Weinberger to identify "systemic vulnerabilities," the Commission to Review DoD Security Policies
and Practices found that "little scrutiny" was given decisions to classify. The Commission, chaired by Gen. Richard Stilwell (Ret.), concluded
that shortcomings in the classification management arena were "primarily a matter of inadequate implementation of existing policy, rather than
a matter of deficient policy." Among the recommendations included in its report, issued on November 19, 1985, were the following: banning the
retention of classified documents for more than five years unless the documents are "permanently valuable;" further reduction in the number of
original classifiers; a one-time review and revalidation of all DoD Special Access Programs; minimum security standards for all DoD Special
Access Programs; and placement of security responsibilities within a single staff element of DoD.

Joint Security Commission - 1994

Tasked by Secretary of Defense William Perry and Director of Central Intelligence R. James Woolsey with developing a new approach to
security, the Joint Security Commission engaged in a nine-month review. Finding that the system had reached "unacceptable levels of
inefficiency, inequity, and cost," the Commission's February 1994 report, Redefining Security, included the following recommendations: a "one-
level classification system with two degrees of [physical] protection;” establishing a Joint Security Executive Committee to oversee the
development of policies in its new system; use of a "risk management" philosophy when developing new security policies; and a single,
consolidated policy and set of security standards for special access programs and sensitive compartmented information.

Commission on Protecting and Reducing Government Secrecy — 1997
Established under Public Law 103-236, issued its report on March 4, 1997 (S. Doc. 105-2)




‘ ’.l\'l-Y T S G IS SIS AN I IN 1T I-,’
Wik VRl SPECAT LIMDIS NODIS EYDIS .
b ) COMSEC CODREWORD PROPIN ORCON S
;EC ONLY TOP SECRET CECI‘.D CONFIDENTIAL

G AN i 1.

3D ‘C[\ [}
16U 5
WVORD =Ci
F SECRET CONFIDENTIAL RD CNWDI SIGHMA - T

|mm1f NODIS E¥DIS 1.6U FOUG UCK EVES(
u COMEEC CODBEWORD PROPIN ORCON SCI G
VFRD COMSEC COBEWGRD PROFIN GRCON S
WES ONLY TOP SECRET SECRET CONFIDENTIAL
| GAMMA VRIC SPECAT LIMDIS NODIS EXDIS |
rD CNWDI SIGKMA FRD COMSEC COREWORD |
€ 1.0l) FOUG UCI REPORTOF T0F SECRET oI
VORI THE COMMISSION ON PROTECTING AND C.
T <[, REDUCING GOVERNMENT SECRECY . I/
| MDIS NODIS EYDIS 16U FOUG UCHI EVES
bl COMSEC COREWG 1997 HFIN GECON SCI G
SECRET CONFIDENTIAL RO CRWDI SIGMA TR
c NOBRIS EYDIS 16U FOUG UCNI EVES(
COMEEC CODEWORD PROPIN ORCON S
.Y TGP SECEET SEGRET CONFIDENTIALS




Judiciary’s Role In The Classification Debate

The Supreme Court has never directly adjudicated the relative classification powers

of the branches of government. It has indirectly touched on the question of
classification powers.

EPA v. Mink, 410 U.S. 73 (1973)

* FOIA case, granting courts authority to overrule Executive Branch classification
decisions

Department of Navy v. Egan, 484 U.S. 518 (1988)
* “Thus, unless Congress specifically has provided otherwise, courts traditionally

have been reluctant to intrude upon the authority of the Executive in military and
tional security affairs.”




Statutory Efforts To Address Classification

Atomic Energy Act of 1946 (and subsequently 1954)

* Addresses nuclear related information

« Transferred control of all aspects of atomic energy from military control to civilian
« Created new classification category - Restricted Data (RD)

Freedom of Information Act (1966)
 Exemption 1 — classified information applies EO In effect
« Deference given to Executive Branch judgments as to predictive harm
« Court will review to determine if classification rationale was “plausible” and “logical”
 Exemption 3 — other applicable statutes
* National Security Act of 1947
* CIA Information Act of 1984 — attempt (failed) to maximize public release
« Hampered by judicial cautiousness, court backlog & lack of agency resources

Public Interest Declassification Board
Created as part of Public Interest Declassification Act of 2000' as enacted in FY 2001 Intelligence
orization Act, & amended in Intelligence Reform & Terrorism Prevention Act of 2004




Continuing Efforts To Congressionally Legislate Or Impact Declassification
— Usually Unsuccessfully

Government Secrecy Act of 1997 — S.712

 Moynihan (D-NY) & Helms (R-SC)

* Premise: Absence of statutory framework has resulted in unstable &
Inconsistent classification & declassification policies, excessive costs, &
Inadequate implementation

* White House vigorously opposed on basis that balancing test could give rise
to judicial review of classification & declassification decisions, threatening
“essential Presidential authority.”
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Continuing Efforts To Congressionally Legislate Or Impact Declassification
— Usually Unsuccessfully (continued)

. Reduction of Over-Classification Act: Various versions introduced over years, with the most recent
attempt in the 116th Congress (2019-2020). Sought to address issue of over-classification by establishing
procedures to reduce unnecessary classification of information & improve declassification process.

. Redesignation of Classified Information Act: Introduced in 116th Congress (2019-2020) & aimed to
establish procedures for redesignation of certain classified information. Goal was to ensure information was
classified only as long as necessary for national security.

. Protecting the National Security Council From Political Interference Act: Introduced in 115th Congress,
sought to prevent political interference in National Security Council (NSC). While not explicitly focused on
classification reform, it addressed concerns about politicization of national security decisions.

. Faster FOIA Act: The Faster FOIA Act, introduced in 114th Congress (2015-2016), aimed to expedite
processing of FOIA requests related to classified information. Recognized importance of timely access to
iInformation while balancing national security concerns.
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Current Efforts To Address Overclassification

“Classification Reform Act of 2023” — S.1541 (May 2023)

Bipartisan legislation to reform security classification system in order to reduce overclassification, prevent
mishandling of classified information, promote better use of intelligence, & enhance public trust

Seeks to establish new system of governance & accountabllity for security classification system.
Provides information may only be or remain classified where harm to national security reasonably expected
from disclosure outweighs public interest.

Sets maximum period for classification at 25 years, allowing only agency heads or President to extend
classification protections beyond that duration.

WIll codify classification authority, streamline processes for declassification, dedicate additional resources
to issue of declassification, invest in new technology to assist with classification reviews

Enhance role of PIDB by allowing organization to hire staff members & relieve administrative & logistical
burdens currently shouldered by ISOO




Current Efforts To Address Overclassification (continued)

“The government systematically overclassifies too much information, at a dangerous cost to both the nation’s
security and the public trust. At the same time, we too often fail to protect the nation’s most important
secrets. — Senator Mark Warner (D-VA)

“Controlling access to sensitive information enables the U.S. to remain at least one step ahead of its
adversaries, but declassification gives us the opportunity to work with our allies around the world and show
the American people what their government is doing,” — Senator John Cornyn (R-TX)

S.1518 - Sensible Classification Act of 2023 (Senator John Cornyn — R-TX)
To improve the classification and declassification of national security information, and for other purposes.

H.R.5977 - Sensible Classification Act of 2023 (companion introduced by Congresswoman Abigail
Spansberger, D-VA)
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ISOO 2022 Annual Report (June 2023)

Recommended:
* Eliminating Confidential level of classification

* Ending current automatic declassification system because it cannot keep up with millions of existing
paper records, much less continuously rising tide of digital classified national security information that
Executive Branch creates every day, making it more than likely most of these records will never be

declassified

“[S]o much remains to be done to rethink and to recast the ways we classify and declassify
national security information. If we don’t change how we do both, our enemies will have an
easier time stealing our secrets and many of our citizens will continue to not believe what

their government is telling them.”

Former ISOO President Mark Bradley
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What Has Been Effective In Selectively Ensuring
Specific Information Is Declassified?

Congress’s role in classification system over past several decades has primarily involved
Issuing recommendations & orders to Executive Branch to conduct declassification review of
material concerning specific matters of public interest.

« JFK Assassination Records Collection Act (1992)

* Nazi War Crimes Disclosure Act (P.L. 105-246)(1998)

« Japanese Imperial Government Disclosure Act (P.L. 106-567)(1998)
* 9/11 Commission Pages (2016, 2021)

Pending
 UFOs or UAPs (2023)
* Covid-19 (2023)




Reference Citations

Committee on Classified Information (Coolidge Committee, 1956)
https://sgp.fas.org/othergov/dod/coolidge.pdf

Commission on Government Security (Wright Commission, 1957)
https://archive.org/details/reportofcommissi1957unit/page/n3/mode/2up

Report of the Defense Science Board Task Force on Secrecy (Seitz Task Force, 1970)
https://sgp.fas.org/othergov/dsbrep.pdf

Commission to Review DoD Security Policies and Practices (Stilwell Commission, 1985)
https://sgp.fas.org/library/stilwell.html

Joint Security Commission (1994)
https://sgp.fas.org/library/isc/index.html

Commission on Protecting and Reducing Government Secrecy (Moynihan Commission,
1997)
https://info.publicintelligence.net/MoynihanReportGovernmentSecrecy.pdf



https://sgp.fas.org/othergov/dod/coolidge.pdf
https://archive.org/details/reportofcommissi1957unit/page/n3/mode/2up
https://sgp.fas.org/othergov/dsbrep.pdf
https://sgp.fas.org/library/stilwell.html
https://sgp.fas.org/library/jsc/index.html
https://info.publicintelligence.net/MoynihanReportGovernmentSecrecy.pdf

Reference Citations

ISOO Annual Reports
https://www.archives.gov/isoo/reports

PIDB Recommendations & Reports
https://www.archives.gov/declassification/pidb/recommendations

~ederation of American Scientists — Project on Government Secrecy
Resources (no longer updated)
nttps://sgp.fas.org/



https://www.archives.gov/isoo/reports
https://www.archives.gov/declassification/pidb/recommendations
https://sgp.fas.org/
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