
Introduction 

Life coach and author Tony Robbins famously said, “change happens when the pain of staying 

the same is greater than the pain of change”. It would follow that the opposite is also true; if 

there is no current pain, change will never occur. This is the unfortunate situation we find 

ourselves in regarding over-classification and declassification of national security information 

across the federal government, specifically within the Department of Defense (DoD) and 

Intelligence Community (IC). 

 

The Issues at Hand 

There are many valid reasons to classify information outlined in DoD and IC policy. Despite this 

guidance, many individuals who are responsible for classifying information, including security 

professionals, resort to over-classification. Expediency, laziness, self-preservation and general 

confusion about how to classify certain information all contribute to the over-classification 

problem facing the DoD and IC. Over-classification estimates range from 50% up to 90% of 

national security information (“Examining the Costs of Overclassification on Transparency and 

Security”, December 7, 2016, Congressional Committee on Oversight and Accountability). 

Considering the costs associated with protecting classified information and the downstream 

efforts of de-classification, over-classification is a massive cost to the federal government. The 

Information Security Oversight Office (ISOO) has estimated the costs of classifying information 

approaches $19B annually. 

 

A Frequently Cited Issue 

This issue hasn’t snuck up on us. “Too Much US Government Information is Classified” (Wall 

Street Journal), “Overclassification overkill” (The Conversation), “The US has an 

overclassification problem” (NPR), and “Too Many Top Secrets” (The New York Times) are just 

some of the headlines from recent years on overclassification. In response, in 2023, Congress 

passed the Amended Sensible Classification Act as part of the FY24 National Defense 

Authorization Act. The Bill identifies several areas of improvement to solve the issues around 

over-classification and declassification namely, promoting efficient declassification review, 

improved training, and the implementation of technology. But it doesn’t go far enough. 

 

Root Cause - A Culture of Maintaining the Status Quo 

The problems with over-classification and declassification revolve around a culture of 

complacency and inactivity across the security enterprise. The security culture across the DoD 

and Intelligence Community is a major barrier to change, specifically long standing 

organizational inertia. Organizational inertia is the tendency for a mature organization to 

become complacent, rigid, and even resistant to change. In other words, it gets trapped in 

traditional operational patterns and the status quo becomes the standard by which the 

organization measures success. The security enterprise across the DoD and IC is steeped in 

legacy organizational processes and policies and a recycling of the workforce. Junior analysts 

and security professionals are assimilating into the organizational culture and when those junior 

professionals become the senior leaders, the culture perpetuates.  

 

 



Solutions - A Carrot and A Stick 

There are two avenues for substantive change both tied to funding: 1. A congressional mandate 

that defines funding consequences for lack of security modernization and/or 2. The specific 

allocation of funds for the expressed purpose of security modernization, specifically the 

comprehensive update of security classification guides. A third option requires an individual or a 

set of individuals to have the vision, energy and political capital to take on security 

modernization because it’s the right thing to do. These individuals are few and far between, so 

the likelihood of finding the right person is not high. Therefore, the groups and individuals who 

control the purse strings of the Federal government must step in to force change. To rephrase 

the opening of this paper, to create the pain that moves the security enterprise into a new 

operational space.  

 

Way Forward - Replicate What’s Already Been Successful 

The good news is, it only takes a few people to really shake things up. In 2016, the National 

Geospatial Agency undertook a massive effort to modernize their Security Classification Guides 

(SCGs). In that instance, it took one GS-15 equivalent, in a middle management position, with a 

clear vision, a core team of dedicated professionals and a penchant for not taking no for an 

answer, to completely change the security culture at an entire agency.  

 

By clearly defining and communicating the approach and benefit, the team was able to garner 

support up and down the chain of command. Dedicated volunteers throughout the agency were 

critical to success, as they devoted hours of their time during the 8-month project timeline.  

 

The process was simple but required hard work, focus and commitment. The project was kicked 

off with two simple goals in mind: 1. One document that contained an updated and modernized 

list of NGA information and 2. An online, searchable version of the consolidated SCG allowing 

broad user access and availability. 

 

Every line item of each SCG was required to ensure relevance and protection of the information 

at the appropriate level. To achieve this, three Integrated Process Teams (IPTs) were formed: 

1. A Content Team which was responsible for the initial review of each line item and 

proposing changes to those line items (additions, deletions, re-rephrasing) 

2. A Quality Team which was responsible for the quality and assurance check of previously 

reviewed line items by the Content IPT 

3. Management Team which was responsible for the final quality check and review of each 

line item proposed by the Content and Quality Teams.  

 

Following the publication of NGA’s consolidated security classification guide, new organizational 

processes were created to maintain and update the guide on a regular basis (monthly), far 

exceeding federal classification guidance review mandates. Thus NGA’s security culture was 

fully modernized. Old ways of doing business were shuttered and a new mindset was 

implemented across the agency. Key benefits of NGA’s effort were: 

● Culture Shift 

○ Removed umbrella line items 



○ Derivative classification responsibilities were enforced 

○ Enabled more accurate classification and dissemination determinations by 

derivative classifiers 

● Provides fidelity on “why” things are classified that enhances understanding of 

appropriate classification levels and how to protect critical program information 

● Enables products to be built at the appropriate classification level 

● Higher walls around fewer secrets 

● A valuable path to an efficient declassification program is accurate classification in the 

first place 

 

Change is entirely possible for the Federal security enterprise. If no one is willing, it may need to 

be forced. 

 

Where to Start? 

Any agency or program office that manages multiple classification guides is the right place to 

start. But not all organizations are created equal. Some are ready for change, others not. As 

such, organizations ready for classification guidance modernization will have the following 

characteristics: 

• Organizational leadership who at a minimum won’t stand in the way, but who ideally will 

offer active support of the project 

• A champion / execution lead, at the appropriate level (GS-15 or above), who will remain 

focused on critical outcomes 

• A core team able to plan and execute the project 

• An organizational culture that embraces and promotes better ways of doing business 

 

 

 


